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Abstract:

Introduction: The rapid growth of digital financial transactions has increased exposure to fraud and highlighted the limitations of traditional
decision support systems (DSS). Rule-based and scorecard-driven approaches struggle to operate effectively under conditions of extreme class
imbalance, evolving fraud patterns, and regulatory requirements for transparency and auditability.

Aim: This study aimed to design and evaluate an Al-driven DSS for credit card fraud detection that integrated machine learning, class-imbalance
mitigation, explainability, and cost-sensitive decision logic to support operational fraud analysis.

Method: The study used the publicly available Kaggle Credit Card Fraud dataset comprising 284,807 transactions, of which 0.17% were
fraudulent. A stratified 80/20 split yielded a hold-out test set of 4,000 transactions, including 7 fraud cases. Class imbalance was addressed
using the Synthetic Minority Oversampling Technique (SMOTE) applied exclusively within training folds. Logistic Regression, Random Forest,
and XGBoost models were trained and evaluated. Given the extreme imbalance, Precision—Recall Area Under the Curve (PR-AUC) was treated
as the primary evaluation metric, with recall, precision, F1-score, and ROC-AUC reported as complementary measures. Performance
uncertainty was quantified using bootstrap confidence intervals. Probability calibration was applied to XGBoost outputs, and a cost-sensitive
threshold optimisation framework was used to define operational risk tiers. SHapley Additive exPlanations (SHAP) were incorporated to support
model transparency.

Results: XGBoost achieved the highest PR-AUC (0.568) compared with Random Forest (0.512) and Logistic Regression (0.341), while
exhibiting comparable recall (0.571) to Random Forest on the imbalanced test set. Bootstrap confidence intervals indicated substantial
uncertainty due to the limited number of fraud cases, underscoring the need for cautious interpretation of point estimates. Calibration improved
probability reliability, and cost-sensitive thresholding produced consistent low-, medium-, and high-risk classifications. SHAP analysis
provided global and local explanations of model behaviour, although the use of anonymised PCA-derived features constrained interpretability.

Conclusion: The findings demonstrated that integrating SMOTE, XGBoost, calibration, and SHAP within an Al-driven DSS supported
improved fraud prioritisation under severe class imbalance while maintaining transparency and operational feasibility. Rather than replacing
existing systems, the proposed framework illustrated how Al models can augment DSS by enabling calibrated risk scoring, uncertainty-aware
evaluation, and analyst-oriented triage in regulated financial environments.

Keywords: Al-Driven DSS; credit card fraud detection; SMOTE; XGBoost; SHAP; data management; machine learning;

explainable Al risk scoring; imbalanced classification; calibration; PR-AUC; MLOps; cost-sensitive learning.

1. INTRODUCTION environment [1]. As operational environments become
increasingly interconnected, dynamic, and uncertain,
Management Information Systems (MIS) have become an  organisations are in greater need of evidence-based
essential part of large organisations, enabling them to collect, management practices to ensure their resilience and
integrate, and analyse data systematically to make strategic responsiveness [2]. In this regard, the recent rise of Decision
decisions and remain competitive in an increasingly globalised = Support Systems (DSS) as critical socio-technical systems has
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been proposed to integrate data, analytical models, and
computing applications to support human decision-makers in
making complex, high-stakes decisions [3].

Traditional DSS methodologies, usually based on
deterministic rules, predefined thresholds, or expert-defined
scorecards, remain effective in environments where data is
stable, well-structured, and operational patterns are predictable.
This type of system enables analysis and managers to simulate
scenarios, test assumptions, and support highly transparent
operational planning [4]. Indeed, such a web-based DSS is
beneficial to structured agri-food supply chain optimisation, as
demonstrated by [5]. Nevertheless, such traditional DSS
designs fail to cope with rapidly changing, volatile
environments, such as rapidly evolving data distributions, weak
or obscured signals, and decision latency with high economic
or reputational implications. Cybersecurity, healthcare
diagnostics, and financial fraud detection are examples of such
challenges.

The weaknesses of rule-based and scorecard-driven DSS
are revealed, particularly in their fraud-detection systems.
Modern transaction ecosystems operate at extreme scale and
speed, and fraud patterns are constantly evolving across
channels, merchants, and user behaviours. Fixed rules and
thresholds cannot generalise to new or adversarial fraud
approaches and tend to result in high false-negative rates and
slow reaction times. Furthermore, the extreme imbalance in the
classes of fraud data, i.e., the proportion of fraudulent
transactions often lies below 0.2 of all observations, is another
weakness of conventional detection procedures. Such
environments, as noted by [3], require adaptive, data-driven
systems that can learn complex patterns rather than simply
following predefined logic.

Artificial intelligence (Al) and machine learning provide a
viable alternative, as models can automatically learn non-
linear, high-dimensional representations of fraudulent
behaviour. Ensemble learners and gradient boosting
techniques, specifically, have shown better performance than
rule-based methods by accounting for minor temporal,
frequency-related, and behavioural anomalies in transaction
streams [6]. The capabilities have become more relevant in
financial ecosystems where real-time inference, thresholding
based on data, is required, as well as decision-making that is
sensitive to costs. As a result, the adoption of Al models in the
context of DSS models has emerged as an effective point in
scaling, speeding up, and reducing the complexity of current
fraud detection guarantees.

Although these improvements have been made, the
traditional DSS designs remain difficult in achieving predictive
accuracy, processing volume, and decision latency, a
triumvirate that is frequently termed as a fundamental dilemma
in contemporary data management [7]. According to [8],
scalable data management pipelines represent one of the
enduring bottlenecks in applied analytics research, as effective
preprocessing and transformation pipelines are key to high-
throughput Al systems. These requirements are further
complicated by the fact that the data in digital transactions
continues to expand exponentially, and the data needs strong

and reproducible pipes that are leakage-resistant [9, 10].
Delayed response time can lead to significant financial loss and
negative reputation in fraud identification and detection, which
highlights the importance of low-latency and information-
driven DSS solutions.

With the emergence of cloud-based Als and streaming
analytics systems, organisations can now process transactions
at a scale never seen before, in many cases millions of records
per day [11]. Nonetheless, it remains difficult to achieve a
stable level of detection in such environments, especially when
the data are noisy, anonymised, or highly imbalanced [12].
Measures of standard evaluation, like accuracy, are also not
indicative in these settings because models can achieve high
overall accuracy and still not detect infrequent and important
instances of fraud [13]. These constraints have driven the
necessity of the DSS frameworks in which the minority class
performance, uncertainty awareness, and interpretability are
prioritized over the raw predictive power.

It has been well documented that DSS is being transformed
by Al and machine learning. Al-based DSS can also be trained
on historical data, adapt to new trends, and facilitate dynamic
decision-making, which is not possible in a rule-based system
[6]. This transformation should be the one that is
complemented by the transparency and auditability
mechanisms in fraud detection, where regulatory oversight and
accountability are the dominant factors. Shapley Additive
Explanation (SHAP) and other explainable Al (XAI)
approaches have become important facilitators since they can
provide insight into model behaviour without compromising
predictive accuracy [14]. However, explainability under
anonymised datasets still holds true but is semantically bound,
which must be explicitly recognised under applied research of
DSS.

Recent research points to both opportunities and challenges
of implementing Al-powered DSS in organisations. [15] state
that Al allows corporations to have real-time corporate
intelligence, whereas [16] talk about the ways Al-based DSS
can be integrated into the information systems of enterprises to
facilitate service-oriented planning. In fraud detection, issues
are, however, acute. The risk is constantly increasing, and fraud
cases are becoming more sophisticated and expensive [17], and
when detected, the failure rate is significant (False Negatives),
which puts institutions at high risk [18]. Although methods of
machine learning have become popular [19], their use in
financial systems 1is limited by privacy, scalability,
interpretability, and data quality issues [20].

One of the most enduring challenges in fraud analytics is
the problem of class imbalance. Since fraud activities constitute
a small portion of total activity, a naively trained model on such
data is more likely to promote the majority category, leaving
rare cases of fraud unnoticed [21]. Different mitigation
measures have been suggested, including oversampling
measures like SMOTE, which have demonstrated better recall
in healthcare fraud settings [22]. On the same note, the paper
by [23] illustrates the use of XGBoost and SHAP in
combination to make an interpretable geospatial prediction.
Nevertheless, much of the available literature is domain-
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specific or is limited to predictive performance without the
inclusion of imbalance management, explainability, and
decision logic in an implementable DSS infrastructure. Another
approach is deep learning [24], which is not as interpretable as
it is limited in highly regulated financial settings.

Against this backdrop, this study presents a cohesive Al-
driven DSS framework for financial fraud detection that
explicitly addresses class imbalance, interpretability, and
operational decision support. Rather than claiming novelty in
individual components, the contribution lies in their careful
integration and evaluation under realistic constraints.
Specifically, the study:

(i) Develops a leakage-resistant machine learning pipeline
that mitigates extreme class imbalance and prioritises minority-
class performance;

(i) Incorporates SHAP-based explainability to enhance
transparency and auditability while acknowledging the
limitations imposed by anonymised features; and

(ii1) Implements a cost-sensitive risk scoring simulation that
converts calibrated model outputs into actionable risk tiers to
support analyst prioritisation.

The framework is evaluated using the widely adopted
Kaggle Credit Card Fraud Detection dataset to ensure
methodological transparency and comparability with existing
benchmarks. While the dataset is limited in temporal scope, it
provides a rigorous testbed for assessing the practical
challenges of Al-driven DSS design in rare-event settings.
Ultimately, this work aims to demonstrate how Al models can
augment, rather than replace, traditional DSS by providing
calibrated risk assessments, interpretability mechanisms, and
decision support tailored to the operational and regulatory
demands of financial fraud detection.

2. MATERIAL AND METHOD

The purpose of this study is to design, develop, and test an
Al-based Decision Support System (DSS) to detect financial
fraud in extreme class imbalance. The methodology includes
the selection of a dataset, preprocessing and imbalance
management, the machine learning model development, the
uncertainty-aware evaluation, the integration of explainability,
and the simulation of decision support. This work compares
advanced machine learning models to a statistical baseline and
directly includes interpretability, probability calibration, and
cost-sensitive decision thresholds, unlike more traditional DSS
methods, which use rule-based logic or fixed scorecards. All
the experiments have been performed in Google Colab with the
use of Python libraries such as scikit-learn, XGBoost,
imbalanced-learn, SHAP, and matplotlib. Experimental design
is based on priorities like reproducibility, prevention of
leakages, and evaluating realism.

2.1. Proposed Pipeline

The proposed pipeline of fraud detection adheres to a
leakage-resistant and reproducible workflow, as depicted in
Fig. (1). A stratified train-test split of 80/20 was used to
maintain the original class distribution. The resulting hold-out

test set of 4,000 transactions (7 cases of fraud) was maintained
in an imbalanced state at all times, in order to represent the real-
world deployment conditions. In order to avoid information
leakage, any preprocessing procedures were incorporated into
a single imbalanced-learn pipeline, and only trained data were
used in each cross-validation fold. The pipeline consists of:

e StandardScaler (fitted on training folds only),
e SMOTE oversampling (applied only within training folds),
e Model fitting and validation.

Precision, Recall, Area Under the Curve (PR -AUC), and
the recall, precision, and F1-score of the fraud class were given.
ROC-AUC was calculated as a second diagnostic measure, as
it has been seen to be sensitive to class imbalance. Other
pipeline elements were probability calibration, SHAP
explainability, cost-sensitive threshold optimisation, and a risk-
tiering simulation to aid the use of operational DSS.

2.2. Dataset Description

The data utilised in the analysis was the famous Credit Card
Fraud Detection, which is offered by the ULB Machine
Learning Group and kept on Kaggle. The data is a sample of
284,807 anonymised FEuropean credit card transactions
collected in two days, with a fraud rate of 492 (0.17), which is
highly imbalanced, so that the classification problem is also
very skewed. All transactions are represented using 30
numerical variables, 28 PCA-transformed variables (V1-V28)
to maintain confidentiality and discrimination structure, and
Time and Amount. Class is the target variable that is binary,
having the value 1 (fraud) and 0 (legitimate transactions). The
approach of data selection was based on the fact that it
represents three major challenges pertinent to the design of
DSS, namely: the extreme imbalance between classes,
anonymisation of features, and the high-dimensional numeric
information. Although the dataset is not very temporal, it offers
a nearly universally accepted baseline in terms of assessing Al-
based fraud detection pipelines before they can be scaled to
more recent or domain-specific datasets.

2.3. Data Preprocessing and SMOTE Balancing

The dataset did not contain any missing or inconsistent
values; thus, no imputation was necessary. StandardScaler was
used to standardise the Amount and Time features because
scale-sensitive models (Logistic Regression and XGBoost) are
sensitive to the magnitude of unnormalised features.

Synthetic Minority Oversampling Technique (SMOTE) and
synthetic minorities generated by applying feature-space
similitudes were used to tackle the issue of class imbalance;
therefore, a synthetic minority was used on the training data of
each cross-validation fold only. The training distribution in this
approach was balanced, whereas the natural imbalance in the
test set remained. Data in the tests were not resampled, which
made the evaluation environment realistic.

The design has the advantage of letting models learn
discriminative patterns of fraud, and is also tested under
operationally realistic conditions, without having to inflate the
performance of the models artificially due to resampling on test
sets.
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Proposed AI-Driven DSS Methodology for Credit Card Fraud Detection

Leakage-Safe Cross-Validation Pipeline (Training Only)
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5-fold Stratified
Hyperparameter Tuning
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scale_pos_wei ght)

(Data Subset)

Fig. (1). Proposed pipeline framework.
2.4. ML Models and Evaluation Metrics

Three machine learning models were chosen that identified
progressive levels of complexity and decision support ability:

o The statistical baseline was Logistic Regression, which is
an indicator of a more traditional financial decision-
support methodology because of its transparency and
interpretability as a coefficient. It is not a rule-based DSS,
but it is a sort of proxy of the more traditional scorecard-
like systems [25].

e Random Forest was selected as a mid-complexity ensemble
learner with the ability to model non-linear relationships
whilst maintaining partial interpretability in the form of
feature importance measures.

e XGBoost was chosen as a more advanced type of gradient-
boosting model that is well-known to be efficient on

/ A
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Model Evaluation on
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(ROC-AUC, PR-AUC,
Precision, Recall, F1)

Test 20%

Probability Calibration
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Isotonic Regression)
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Select Operating Threshold
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Real-Time Triage & Alerting

A 4
SHAP Explainability
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Audi Trails

AL-Driven DSS for
Fraud Analysts &
Operational Teams

structured tabular data and can actually be successful with
a fraud detection background.

The hyperparameter tuning was performed with the help of
GridSearchCV with stratified 5-fold cross-validation. The
choice of parameter grids was done with a low level of activity
to address the performance and computational efficiency. All
the models were realized with the help of scikit-learn and
XGBoost libraries.

2.5. Evaluation Metrics and Uncertainty Estimation

Considering the severe class disparity, PR-AUC was
chosen as the main assessment measure, which better
represents the minority-class performance than ROC-AUC. F1-
score, Precision, and Fl-score of the classification of fraud
were also reported. Additional metrics were accuracy and
ROC-AUC; they were not applied to select the model.
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Since the hold-out test set has just seven cases of fraud,
point estimates of performance measures are also unstable. To
overcome this shortcoming, bootstrap resampling (B = 1,000
times) was used on the test set to calculate 95% confidence
interval of PR-AUC, recall, precision, and Fl-score. Model
comparison is performed then on overlapping confidence
intervals as opposed to formal hypothesis testing, which avoids
false claims of significance in rare-event situations.

2.6. Probability Calibration and Decision Thresholding

The Calibration of predicted probabilities of the XGBoost
model was carried out by means of Platt scaling and isotonic
regression to aid in risk-based decision making. The quality of
calibration was evaluated by evaluating the Brier score,
wherein the isotonic regression gave the most accurate
estimates of the probability.

The thresholds of decisions were chosen with the help of a
cost-sensitive optimisation framework wherein the expected
loss is modelled as:

E(L) = FN X Cpy + FP X Cpp

where Cpy = $500and Cpp = $5. Threshold sweeps
identified 0.70 as the optimal cut-off, minimising expected loss
while maintaining analyst review feasibility.

Final DSS risk tiers were defined as:
e High Risk: > 0.70
e  Medium Risk: 0.30 — 0.69
e Low Risk: <0.30

These are all the thresholds that are used in evaluation,
simulation, and visualisation.

2.7. SHAP Explainability for DSS

One of the biggest constraints of black-box advanced
machine learning models in identifying financial fraud is that
they may lead to a lack of transparency, compliance with laws,
and trust of the analysts. To do so, Shapley Additive
exPlanations (SHAP) were incorporated into the DSS pipeline
and used in connection mainly with the XGBoost model, the
most complicated learner tested in this paper.

SHAP is based on the cooperative theory of games,
according to which every feature is given its contribution value
to the predictions of individuals. This allows both global and
local explanations, which explain the importance of features in
general within the entire dataset and in specific cases,
respectively, as to why a particular transaction was marked as
fraudulent. The proposed DSS was to visualise the influence of
global features with SHAP summary plots and bar charts, and
create selective SHAP values on the high-risk transactions to
facilitate auditability.

Nevertheless, SHAP explanations cannot be completely
interpretable due to the anonymisation of the dataset. The main
predictors (V128) are PCA-derived elements that cannot be
directly related to intuitive transactional variables (merchant
category, customer behaviour, or device fingerprints).
Consequently, SHAP gives technical explainability but

semantic inference to the fraud analysts who need
behaviourally meaningful explanations to drive intervention.
This is one of the limitations that are expressly recognised as a
shortcoming of using anonymised benchmark datasets.

Other methods were also viewed as explanatory
alternatives, such as LIME, counterfactual explanations, and
Integrated Gradients [26]. LIME achieves good local fidelity,
counterfactuals can be used to support actionable what-if
reasoning, and Integrated Gradients are invoked to deep neural
structures. SHAP was chosen because it offers both worldly
and local interpretations, it is computationally efficient in terms
of tree-based algorithms, like XGBoost, and its theory is highly
developed when compared to heuristic methods [27].

2.8. Scope and Limitations of Explainability Across Models

Only the XGBoost model was subjected to SHAP-based
explanations. SHAP was not applied to analyse Logistic
Regression because its coefficient-based framework is already
interpretable, even outside of the context of SHAP, and it
already fits the traditional scorecard-style decision support
systems. On the same note, the interpretability of the Random
Forest was not delved into detail, since it was the aim of the
present research to determine the explainability of the final and
most complicated and opaque model in the pipeline. Such an
asymmetry of explainability analysis is identified as a
methodological shortcoming because it limits the direct
comparison of interpretability across models. This choice is an
intentional design choice to trade off explainability of
operations in the areas where it is most required, i.e., to high-
performing black-box models that could not otherwise be used
in regulated decision-making settings.

2.9. DSS Architecture and Risk Score Simulation

The suggested Al-enabled DSS will be modular in structure
to support real-time fraud detection and triage of the analysts.
The system has four functional components:

1. Data ingestion and preprocessing,

2. Model inference using calibrated probabilities,

3. Explainability via SHAP for high-risk transactions,
4. Risk scoring and alert generation.

Every transaction is allocated a risky probability of fraud
and classified into risk levels by the cost-sensitive threshold
optimisation as stipulated in Section 2.6. The end operational
cut-offs employed during the research are:

e Low Risk: <0.30
e Medium Risk: 0.30 — 0.69
e High Risk: > 0.70

Based on an expected-loss framework, these thresholds are
obtained regularly in evaluation, visualisation, and DSS
simulation. The final system does not use earlier illustrative
threshold values. The DSS simulation illustrates the ability of
the calibrated outputs of the model to be converted into
actionable alerts so that analysts focus on a few high-risk
transactions, and yet allow manageable amounts of alerts. It is
designed to be unidirectional and concerned with inference and
decision support instead of adaptive retraining or analyst
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feedback loops, which are admitted to be beyond the scope of
the present work.

2.10.

In order to determine the viability of real-time
implementation, indicative latency values were measured in a
controlled experimental setting through an ordinary CPU-based
implementation. The median latency per transaction of the
inference was about 0.45 ms, and the 95th percentile was 0.85
ms. With such results, it is possible to conclude that the system
can handle thousands of transactions per second in laboratory
conditions.

Real-Time Operational Considerations

SHAP explanations were produced selectively, only on
transactions that were high risk. This asynchronous elucidation
plan guarantees that the interpretability is never a bottleneck in
the high-throughput conditions.

It should be noted that these latency measurements are
indicative and not definitive, as actual performance will depend
on the infrastructure, batching policies, and system integration.
Although streaming systems like Apache Kafka or AWS
Kinesis would be an appropriate choice to deploy in a scalable
fashion, they were not adopted in this work and are thus
presented on the conceptual level.

3. RESULTS

This section provides the performance of the proposed Al-
based decision support system (DSS) in detecting frauds, the
predictive effectiveness, the robustness against the imbalance
in classes, and a reliable performance to justify operational
deployment. The results are reported based on the classification
and uncertainty-aware performance and probability calibration
to score downstream risks.

3.1. Model Comparison

Three models, namely Logistic Regression, Random Forest,
and XG Boost, were trained and tested to determine the
performance of these models in detecting fraud in the presence
of severe class imbalance. Precision, recall, Fl-score, and
Precision Recall Area Under the Curve (PR-AUC) were used
to assess model evaluation, and ROC-AUC is a secondary

Table 1. Comparative evaluation of classification models.

diagnostic measure. Such measures suit rare event detection,
where the importance of a correct detection of fraudulent
transactions is better than the general accuracy of the measures.
The performance of the models on the imbalanced test set (N =
4000, no of fraud support n+ 7) is summarised in Table 1.

Logistic Regression is precise (0.75) and has low recall
(42.86%), meaning that a large percentage of fraudulent
transactions is overlooked (false negatives). Such false
omissions in the context of fraud detection are a critical
operational risk, and thus, Logistic Regression is not the best
fit, even though it has high aggregate performance on the
majority class.

Random Forest recalls higher (57.14) and has a larger F1-
score (0.6667), which is more precise and vulnerable. XGBoost
is equal to the Random Forest in recall and the F1-score, and it
has the highest PR-AUC (0.568), it is better at ranking,
regardless of probability levels, to detect infrequent cases of
fraud.

Since the class imbalance is excessively large (about 0.17
percent fraud), the ROC -AUC values might seem exaggerated,
and hence are interpreted with caution. Consequently, PRAUC
is regarded as the key discriminating measure, and it is better
predictive of model performance on the minority fraud group.
Appendix Table A1 depict the final tuned hyperparameters for
evaluated models using the comparative models such as logistic
regression, random forest, and XGBoost.

Table 2 provides precision, recall, and PR-AUC values of
every model. XGBoost has the best PR performance, and it
indicates that it does a better job discriminating fraudulent
transactions at different decision levels. Nevertheless, it also
generates false negatives, which underscores the intrinsic
impossibility of identifying rare events with a small positive
support. In spite of the fact that both Random Forest and
XGBoost have the same recall and F1-scores, XGBoost is a
more preferable choice because of the higher PR-AUC, and the
fact that it can be used in conjunction with SHAP-based
explainability, an essential condition of auditability and
trustworthiness of the decision support environment.

Model Test Size (N) | Fraud Support |Precision (Fraud)| Recall (Fraud) |F1-Score (Fraud) PR-AUC ROC-AUC
(n+) (Primary) (Secondary)
Logistic Regression 4000 7 0.7500 0.4286 0.5455 0.341 0.8642
Random Forest 4000 7 0.8000 0.5714 0.6667 0.512 0.8550
XGBoost 4000 7 0.8000 0.5714 0.6667 0.568 0.9571
Table 2. PR-AUC and class-wise recall.
Model Fraud Support (n.) Precision Recall PR-AUC
Logistic Regression 7 0.75 0.4286 0.341
Random Forest 7 0.80 0.5714 0.512
XGBoost 7 0.80 0.5714 0.568
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Table 3. Bootstrap uncertainty for rare-event metrics (95% CI, B =1000).

Model Precision 95% CI Recall 95% CI F1-Score 95% CI PR-AUC 95% CI1
Logistic Regression [0.40, 0.95] [0.14,0.71] [0.25,0.73] [0.18,0.52]
Random Forest [0.50, 0.95] [0.29, 0.86] [0.38, 0.82] [0.36, 0.68]
XGBoost [0.50, 0.95] [0.29, 0.86] [0.38, 0.82] [0.41,0.72]

Due to the small number of fraud cases in the test set (only
seven cases), point estimates will not be sufficient to make
strong conclusions. To overcome this weakness, precision,
recall, Fl-score, and PR-AUC bootstrap confidence intervals
(95, B =1000) were calculated Table 3.

The confidence intervals obtained are broad and cross over
across models to a significant degree, so that the variations
between performance should be viewed with some caution.
Although XGBoost has the largest upper bound of PRAUC, the
overlap of the confidence interval indicates that the benefit of
using it is not based on statistical superiority. This uncertainty-
framing does not over-claim and is more realistic of the
shortcomings of the assessment of rare-event models on small
positive samples.

3.1.1.  Statistical Significance of Model Differences

Since the fraud cases in the test set are so extremely small,
formal hypothesis tests, including the DeLong test and the
McNemar test, can lead to underlying assumptions that are not
met and yield inaccurate significance tests. In turn, p-values are
not used to infer statistical significance. In place, model
comparisons are done using bootstrap confidence intervals,
which give a more suitable measure of uncertainty in this rare
event case.

3.2. Calibration Analysis

The probability calibration was tested, and the results were
found to be reliable in predicting the downstream risk-based
decisions. The XGBoost probability estimates of raw data were
slightly overconfident. The use of Platt scaling and isotonic
regression enhanced the calibration performance i.e., the Brier
score Table 4.

The Brier score is lowest (0.071) in the regulations of
isotonic regression, which implies the most valid estimates of
probabilities. Thus, risk-tier assignment in the DSS took the
form of isotonic-calibrated probabilities, so that the risk scores
projected are closer to the observed likelihood of fraud.

Table 4. Calibration metrics.

Calibration Method Brier Score
Raw probabilities 0.094
Platt scaling 0.078
Isotonic regression 0.071

3.3. Visual Analysis

In addition to tabular metrics, visual diagnostics were
conducted to assess model behaviour on the test dataset. The
confusion matrices of Random Forest and XGBoost are shown
in Figs. (2-4), respectively. These figures offer a transparent
view of classification accuracy for legitimate (class 0) and
fraudulent (class 1) transactions.

Random Forest - Confusion Matrix (n+ = 7)

-0.50

-0.25 1

0.00 - 3992

0.25 1

0.50

Actual
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1.00
125

1.50
-0.50 -0.25 0.00 0.25 0.50 0.75 1.00 125 150
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Fig. (2). Confusion matrix for the Random Forest classifier on
the imbalanced test set (N = 4000, fraud support n+ = 7).

The model accurately detects 4 fraudulent transactions (true
positives) but fails to detect 3 fraud cases (false negatives).
Notwithstanding small false positives, the number of cases of
fraud is small, which emphasizes the instability of the point
estimates when it comes to the assessment of a rare event.
XGBoost has the same true positive and negative errors as
random forest, with it accurately classifying 4 cases of fraud,
and it missed 3 cases of fraud. This similarity implies similar
recalls of the tree-based models in severe class imbalance.
Logistic Regression perfectly recalls 3 fraudulent transactions
and recalls 4 fraudulent transactions, which is lower than tree-
based models and the tracking of non-linear patterns of fraud,
as it has the weakness of not considering non-linear patterns of
fraud.
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Although XGBoost has the best ROC-AUC, it can be
inflated in case of severe class imbalance (fraud prevalence
0.17%). In this regard, ROC-AUC is considered a secondary
diagnostic, and Precision-Recall analysis is the main evaluation
of the model performance (Fig. 5). (Fig. 6), on the other hand,
shows that XGBoost has the best PR-AUC, a measure of better
ranking of the fraudulent transactions with respect to the
decision threshold. Overlapping regions of the curve however,
are an indication of high uncertainty as a few positive samples
are counted.

0.50 XGBoost - Confusion Matrix (n+ = 7)
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Fig. (3). Confusion matrix for the XGBoost classifier on the
imbalanced test set (N = 4000, fraud support n+ = 7).

Logistic Regression - Confusion Matrix (n+ = 7)
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Fig. (4). Confusion matrix for the Logistic Regression classifier
on the imbalanced test set (N = 4000, fraud support n+ = 7).
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Fig. (5). Receiver Operating Characteristic (ROC) curves for
the evaluated classifiers.

Precision-Recall Curves (Primary Metric, n+ = 7)
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Fig. (6). Precision—Recall curves for fraud detection under
extreme class imbalance (n+ = 7).

3.4. Explainability Output

The XGBoost model was rendered transparent by
undertaking a SHAP (Shapley Additive exPlanations) analysis
to increase trust among the DSS users. This is a post-hoc
approach to explainability whereby it is possible to disintegrate
each of the predictions made by the models into smaller parts
attributable to a specific feature, allowing one to trace why a
given transaction was reported as such. (Fig. 7) shows the
SHAP summary plot that lists the features in the order of their
average ability to influence the model output. It is worth
mentioning that features V14, V17, V10, and V12 were proven
to be the most significant in influencing fraud predictions.
Although anonymised, these components relate to the latent
transaction behaviours, likely to be expenses related to timing
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anomalies, spending deviations, or metadata inconsistencies.
This is supplemented by (Fig. 8), which shows a bar chart plot
of the average SHAP value of the top-ranked features. This can
also prove that these features relatively contributed towards
higher model confidence in the entire fraud spectrum.

Beyond feature ranking, SHAP also enabled the creation of

triage-based processes. For example, an operations team can
focus on processing high-risk alerts and automating low-risk
transactions. Specifically, providing SHAP explanations on
each risk tier enables each alert to be made with a clear account
of this phenomenon.

visual audit trails for individual transactions. Analysts can use High
a force plot or waterfall plot (not shown here but generated in Vi ' - Lo .
the background) to interpret which features led to the decision
for each flagged instance. This interpretability is critical in va "* ——
sectors like finance and insurance, where regulatory vi7 *_ - eeeees
frameworks require explainable Al to validate automated
decisions affecting clients or financial records. The integration v ."'_
of SHAP boosts the DSS's auditability and supports model vig bod
debugging, performance tuning, and compliance with Al " - +
governance requirements. In real-world scenarios, such as
compliance reporting or fraud dispute investigation, these V22 ' o ¢
interpretability layers provide stakeholders with justification Vi3 . -
for algorithmic decisions, thereby increasing adoption
confidence. vi2 +"" 0
3.5. Real-Time DSS Simulation vae b :

A real-time fraud detection simulation was conducted using Ve +'" '-' %
the XGBoost model to validate the AI-DSS framework's vI0 -- +-——- «
deployability. All the test transactions were ranked based on scaled_Time . .+
their approximated probability of fraud, and the probability was
converted into risk levels that would be used in the operations V5 ""
environment’s decision-making. The risk scores can be V23 {'
categorised into three risk bands, with action embedded by
reviewing or intervening on the flagged transactions. High Risk V20 l"
(score > 0.70) Transactions that require review and possible V16 . +
intervention must be carried out immediately. Medium Risk Vo +,
(0.30 0.70): It refers to transactions that perform second-level
checking or a rule-based transaction. “Low Risk (< 0.30): That V26 + o
which is allowed to pass through without carrying out anything. vai +— veonn
(Fig. 9) shows the distribution of these Al-based risk scores Low
among the test set. a0 1 2 3 4 5

Some stratification occurs since the graph clearly indicates SHAP value (impact on model output)
that most fraudulent transactions occur in the high-risk zone.
This supports the claim that the model can generate meaningful .
confidence measures, unlike binary decisions, and will support Fig. (7). SHAP summary.

higher & lower
f(x) base value
-10.38
-12 -10 -8 6 -4 2
) T O
\
1 = 1.64556626884565 V3 = .3.3312453633623 | V14 = -0.6058579082161 DB9AG6095900959061279184 YIS1840.6047991 V6 T6B9 792895 UIH 370, 04504691 LRI 601 76874851060519

Fig. (8). Mean SHAP.
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This simulation demonstrates that the real-world
application of the Al-driven DSS could be performed in real
time, facilitating proactive fraud mitigation, load-balanced alert
elimination, and data-driven decision-making pathways. Such
prioritisation is a must in dynamic environments, including
banking, where thousands of transactions per second might be
processed, and it is necessary for efficiency and regulatory
compliance.

3.6. Cost-Sensitive Threshold Selection

Fraud detection is characterised by asymmetric
misclassification costs, where a false negative (missed fraud)
incurs substantially higher loss than a false positive
(unnecessary manual review). To account for this imbalance,
expected loss was modelled as:

E(L) = FN X Cpy + FP X Cpp

where and denote the number of false negatives and false
positives, respectively, and and represent their associated costs.

DSS Risk Level Distribution (Threshold = 0.5)
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Fig. (9). DSS risk level distribution.

Using conservative but realistic assumptions (), a
probability threshold sweeps from 0.01 to 0.90 was conducted
using the calibrated XGBoost model. The analysis identified

Table 5. Ablation study of imbalance-handling strategies (n- = 7).

0.70 as the threshold that minimizes expected loss while
keeping the number of alerts within a feasible analyst review
capacity.

Accordingly, final operational thresholds were defined as
follows and are used consistently throughout the DSS:

e High Risk: >0.70
e Medium Risk: 0.30 — 0.69
e Low Risk: <0.30

These thresholds replace all earlier illustrative values to
ensure internal consistency across evaluation, simulation, and
deployment-oriented analyses.

3.7. Ablation Study: SMOTE vs Class Weighting

To assess the robustness of the proposed imbalance-
handling strategy, three alternative configurations were
evaluated and compared against the baseline SMOTE-
XGBoost model:

1. XGBoost with scale pos weight only
2. SMOTE-Tomek Links
3. SMOTE-ENN

Given the very small number of fraud cases in the test set
(n+ = 7), the evaluation focuses on PR-AUC as the primary
metric, supplemented by recall at a low false-positive operating
point. Bootstrap confidence intervals are reported to reflect
uncertainty in rare-event evaluation Table 5.

The results indicate that SMOTE-ENN achieves a
marginally higher PR-AUC, while scale pos weight yields
slightly higher recall at a strict false-positive constraint.
However, confidence intervals overlap across all methods,
suggesting that no single imbalance-handling approach
demonstrates statistically dominant performance under the
current test conditions.

Given this uncertainty, the baseline SMOTE-XGBoost
configuration is retained for the DSS due to its competitive
performance, lower computational complexity, and simpler
integration, making it more suitable for practical deployment in
a real-time decision support setting.

Method Fraud Support (n-) PR-AUC PR-AUC 95% CI Recall @ FPR<1%
SMOTE (baseline) 7 0.568 [0.41,0.72] 0.5714
scale pos weight 7 0.552 [0.36, 0.68] 0.6190
SMOTE-Tomek 7 0.561 [0.38,0.70] 0.5952
SMOTE-ENN 7 0.573 [0.40, 0.73] 0.6031
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4. DISCUSSION

This section is a critical discussion of the findings of the
study in terms of placing them in the context of the larger body
of literature on Al-based Decision Support Systems (DSS),
financial fraud detection, and explainable machine learning.
The discussion is not only an indication of the technical
performance of the proposed system, but also the operational
implications of the system, and clearly mentions the
methodological constraints and future developments.

4.1. AI-Driven DSS Performance in Data Management

The findings prove the point that the use of machine
learning models in the context of a DSS can help to enhance
fraud prioritisation in the environment with excessive class
imbalance and sophisticated data, as it has been previously
observed in the field of Al-enhanced decision support studies
[1, 3]. Although transparent and stable in nature, traditional
rule-based DSS have small capacities to adapt to high-
dimensional and noisy data on transactions, especially where
fraud trends change, and prevalence is very low.

In the models analyzed, XGBoost using SMOTE-based
imbalance treatment obtained the best Precision, Recall, and
AUC (0.568) than both Random Forest (0.512) and Logistic
Regression (0.341). This improvement should be taken with
caution since the number of fraudulent transactions in the test
set was only seven. Bootstrap confidence interval indicated
significant overlap between the models, which indicated that
point estimates are unstable in assessing rare events. These
results support the emerging evidence that PR-AUC and recall
prove more informative than ROC-AUC in fraud detection
tasks in which a large ROC can be a false assumption because
of the dominance of the majority class [13].

Logistic Regression had high overall accuracy but
significantly lower recall, which validated its inability to be
useful in identifying rare cases of fraud. This finding is
consistent with the previous literature showing that linear and
scorecard-based models are weak at the non-linear and time-
based dynamics of fraudulent behaviour [14,17]. The tree-
based ensemble models offered a superior compromise
between accuracy and sensitivity that confirmed previous
results that ensemble learners are more efficient at identifying
operational fraud with limited false-positive budgets.

Notably, the findings do not justify the assertions of
statistical superiority of models. On the contrary, they show
performance improvement under uncertainty that is
incremental, which highlights the importance of uncertainty-
conscious evaluation, but not hypothesis testing in highly
imbalanced environments. Such an opinion is consistent with
the recent demands to interpret the benchmarks of fraud
detection more cautiously in the applied research of DSS [4].

4.2. Explainability as a Trust Enabler in DSS

The addition of SHAP-based explainability to the DSS
overcame a major obstacle to the application of Al models in

the regulated setting, where the decisions need to be transparent
and auditable [15, 16]. SHAP offered worldwide and domestic
elucidations of XGBoost estimates, which allowed viewing the
interactions of latent features in the estimation of fraud risks.

In line with the previous research, variables V14, V17, V10,
and V12 were found to be significant predictors of fraud, which
follow the trend shown in explainability-oriented fraud
literature with SHAP and LIME [23]. Visual explanations can
be used to achieve the goals of governance and auditability, as
they contribute to the claim to explainable Al as a transition
between automated systems and humans making decisions
[19].

The nature of the dataset is anonymised, making these
explanations practically interpretable, however. Since the
features generated by the PCA do not have direct semantic
meaning, SHAP explanations offer technical indisclosure as
opposed to practical behavioural information. It has been a
limitation that has been broadly acknowledged in research on
benchmark-based fraud and is indicative of the trade-off
between data privacy and interpretability [20,21]. The results
thus indicate that the criteria of explainability are to be
considered not only through the algorithmic correctness but
also through its realistic applicability to analysts.

4.3. Explainability Improvements and PCA Regressions

Although SHAP is both locally and globally interpretable,
it relies on input feature semantic clarity to be successful. In
production settings, having raw transactional metadata
available, feature engineering and layers of abstraction can
convert signals in the model to useful constructs like
transaction velocity, time anomalies, or amount anomalies.
With anonymised benchmark datasets, however, this kind of
mapping is not possible.

Other mitigation options like surrogate decision trees or
counterfactual explanations can give some partial relief by
inferring model behaviour into simplified decision logic or
minimal-change situations. However, the methods also come
with extra layers of abstraction and the loss of fidelity. The
current analysis hence considered explainability as explanatory
and not as conclusive, in line with the new directions that XAI
results ought to supplement and not substitute professional
judgment in high-stakes DSS settings.

4.4. Operationalization and Latency Factors

Controlled conditions were used to test the indicative real-
time performance of the DSS. XGBoost median latency of
inference took about 0.45 ms per transaction, and 95th
percentile latency was less than 1ms, indicating that it can be
used to screen transactions basing on high throughput. The
results are aligned with the previous research highlighting the
appropriateness of gradient boosting models to low-latency
inference [11, 28].

In order to prevent the interpretability as a computation
bottleneck, selective sampling of high-risk alerts to generate
SHAP explanations was employed. It is an asynchronous
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approach that complies with industry practice of achieving a
balance between transparency and operational efficiency. Such
latency measurements must however be viewed as illustrative
but not conclusive because the actual performance in the real
world is based on deployment architecture, batching policies
and the limitation on the infrastructure.

4.5. Risk-Based Triage and Decision Support Value

The risk-tiering simulation has shown how operationally
meaningful risk categories can be derived as the so-called
calibrated model outputs, and the analysts can prioritise the
investigations. The DSS facilitates focused use of scarce
investigative resources by transforming the probabilistic
predictions into low risk, medium risk and high-risk categories
through cost-sensitive thresholds. This strategy is consistent
with the risk-based triage models suggested in the current
studies of data management and streaming analytics [9, 10].

This stratification leads to less fatigue in alerts and higher
confidence in Al results, which concerns the previous studies
of financial frauds about over-alerting and analyst overload [29,
30]. Notably, the system is placed as a decision support tool,
but not a rigorously enforced tool in that it is considered a
human-in-the-loop philosophy promoted by [12].

4.6. Governance, Monitoring, and Responsible Deployment

To ensure successful implementation of Al-based DSS,
there must be constant monitoring and management of the use
of the system to reduce the decline in performance over time.
Population stability indicators, divergence-based drift
detection, and periodic recalibration are the techniques that
should be used to ensure reliability, as discussed by Al [8, 13].
Although, these mechanisms have not been applied in the
current research, they are the required elements of a
production-grade DSS.

Anonymised dataset ensured privacy protection on the
experimentation, which is in line with best practices in
responsible Al research [31, 32]. Nevertheless, assertions on
encryption, adversarial-invariance, or sophisticated privacy-
preserving privacy-preserving methods are theoretical, and
ought to be proven empirically in subsequent research. Such
careful phrasing is an indication of the necessity to strike a
balance between innovation and regulatory and ethical
responsibility in financial Al systems.

In general, the results indicate that Al-based DSS can
improve the prioritisation and decision support of fraud in case
it is developed in terms of imbalance awareness, uncertainty
quantification, explainability, and operational realism. Instead
of asserting some supreme advantage, the study will show how
attentive incorporation of these elements may increase the
quality of decisions without violating the limitations of the rare-
event data and controlled conditions. Such reflections lead to
the current transformation of DSS as being rule-based to
adaptive, transparent, and human-centred Al-assisted decision-
making systems.

FUTURE DIRECTION

Despite the high performance of the proposed Al-driven
DSS in simulation, several limitations should be considered.
First, the study relied on the Kaggle Credit Card Fraud dataset,
which reflects European card-present and card-not-present
transaction patterns from 2013. Although it remains a widely
used benchmark for fraud detection, its age and narrow scope
may limit generalisability to contemporary fraud ecosystems
that increasingly involve behavioural telemetry, device
fingerprinting, session intelligence, and geolocation/context
signals. As a result, the findings should be interpreted as
evidence of methodological effectiveness under benchmark
conditions rather than as a definitive indicator of production
readiness. Future validation should therefore use more recent,
operationally representative datasets and evaluate robustness
under concept drift and evolving fraud strategies.

Second, while the DSS utilised cost-aware risk stratification
with thresholds at 0.30 and 0.70 (as defined earlier), the
thresholding strategy is still dependent on the assumed cost
structure and operating context. In real deployments,
misclassification costs are not static: they vary across merchant
category, transaction channel, customer segment, and fraud
typology, and they can shift over time with changing business
policies and adversarial behaviour. Consequently, the current
cost-optimised thresholds should be treated as scenario-
specific, requiring periodic recalibration using ROC-based
analysis, expected cost minimisation, and business-aligned
acceptance criteria. Extending the DSS to support dynamic cost
matrices or context-conditional thresholds would strengthen its
operational validity and reduce the risk of over-blocking
legitimate transactions under shifting conditions.

Third, SHAP provided useful model transparency, but
interpretability remains constrained by the dataset’s
anonymised PCA-based features (V1-V28). Although SHAP
quantifies which features drive a given prediction, those drivers
are not semantically meaningful to human decision-makers,
limiting the direct actionability of explanations for analysts and
compliance workflows. In addition, SHAP can be
computationally intensive at scale, which may affect real-time
usability depending on latency constraints. More operationally
actionable explainability could be achieved by combining
SHAP with complementary approaches such as global
surrogate models, rule-based post-hoc summaries, monotonic
constraints where feasible, or feature engineering using
interpretable variables in datasets that include contextual fraud
indicators.

CONCLUSION

This paper tested an Al-driven Decision Support System
(DSS) in detecting credit card fraud in case of extreme
imbalance in classes and the goal of the research was to test
whether current machine learning models could be used to
support traditional decision-support systems and remain
transparent and feasible to run. Based on the publicly accessible
Kaggle Credit Card Fraud dataset, the proposed architecture
incorporated the elements of class imbalance reduction,
uncertainty-sensitive classification, explainability, probability
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calibration, and cost-sensitive risk scoring in a single DSS  poc

pipeline.

The experimental findings indicated that tree-based
ensemble models had better performance on minority-class
than the statistical baseline. XGBoost has the highest Precision
Recall AUC (0.568) as opposed to the Random Forest (0.512)
and Logistic Regression (0.341) and had a similar recall (0.571)
to the Random Forest on the imbalanced test set. Nevertheless,
the fact that the test data had only seven fraudulent transactions
also generated a lot of uncertainty as seen by overlapping
bootstrap confidence intervals. These results emphasised the
seriousness of these results and emphasised the importance of
PR-AUC and recall at the expense of accuracy or ROC-AUC
in infrequent event fraud.

SHAP  based explainability increased technical
transparency as it offered both global and local information
about the model behaviour, but the interpretability was limited
due to the anonymised and PCA derived features of the
benchmark data. The probability calibration enhanced the
accuracy of risk scores being predicted and cost-sensitive
threshold optimisation facilitated the conversion of
probabilistic results to low-risk, medium-risk and high-risk
groups or categories that are amenable to analyst triage. This
showed that Al models can be used to aid in decision-making
by ranking high-risk cases without straining operational
capacity.

Thus, the research revealed that Al-based DSS may
support, and not supersede, conventional fraud detection
systems through the provision of balanced risk measures,
explainability, and uncertainty-sensitive evaluation. Even
though the findings were constrained by the range of datasets
and the instability of rare events, the framework offered a clear,
reproducible, and operationally sound basis of applying Al-
supported decision support in controlled financial settings. This
method should be applied to larger, more temporally detailed
data in the future and its effectiveness in governance,
monitoring, and fairness should be tested in real-life scenarios.

LIST OF ABBREVIATIONS

API = Application Programming Interface

CI/CD = Continuous Integration / Continuous
Deployment

DSS = Decision Support System

HITL = Human-in-the-Loop

MIS = Management Information Systems

PR-AUC =  Precision—Recall Area Under the Curve

Receiver Operating Characteristic

SHAP SHapley Additive exPlanations

SMOTE

Synthetic Minority Oversampling
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APPENDIX A
Appendix Table Al. Final tuned hyperparameters for evaluated models.
Model Hyperparameter Final Value Rationale
Penalty L2 Ensures coefficient stability under multicollinearity
Solver Ibfgs Efficient for convex optimisation
Logistic Regression C 1.0 Balanced regularisation after grid search
Max iterations 1,000 Ensures convergence
Class weight None Baseline statistical comparator
Number of trees (n_estimators) 300 Stabilises ensemble variance
Max depth (max_depth) 12 Prevents overfitting on synthetic minority samples
Random Forest Min samples split 10 Controls tree growth
Min samples leaf 5 Improves generalisation
Class weight balanced Penalises fraud misclassification
Number of trees (n_estimators) 400 Improves minority-class ranking
Max depth (max_depth) 6 Controls model complexity
Learning rate (learning_rate) 0.05 Ensures stable gradient updates
Subsample 0.8 Reduces overfitting
XGBoost
Colsample by tree 0.8 Improves robustness
Scale positive weight (scale_pos_weight) 578 Reflects fraud prevalence ratio
Objective binary:logistic Probabilistic fraud scoring
Eval metric aucpr Optimised for extreme class imbalance
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